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Abstract
This report documents the program and the outcomes of Dagstuhl Seminar 25271 “Policy
Modeling and Reasoning in Sociotechnical Systems”. This seminar brought together researchers
from academia and industry who are interested in studying the intersection between computer
science, philosophy, logic, ethics, and law to discuss policy modelling and reasoning in a world
where computers and humans need to work together. After lightning talks, two invited talks,
and an open space topic gathering activity, we settled on four topics for deeper discussion in
working groups, interspersed by primer talks from the various communities. The four topics were:
1) Concepts: What are the underlying aspects of this interdisciplinary field, and can they be
defined consistently? 2) Agentic AI: How can we enable agents to interact and reason with human
users through large language models? 3) Standardisation: How can we facilitate data sharing and
compliance in international work with competing business interests? 4) Coevolution: How can
we make sure that sociotechnical systems evolve with the societies they operate in? This report
provides the abstracts of the talks, including participants’ lightning talks, the two invited talks,
and four primers, along with short reports from each working group detailing their discussions,
including challenges and future opportunities.
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1 Executive Summary
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Introduction
A policy is a declarative basis for a decision by an individual or organisation. In comput-
ing, policies occupy the fruitful space between (social or legal) norms and (architectural
or algorithmic) mechanisms. Specifically, a policy is an explicit knowledge-based machine-
processable representation that guides the decision-making of an autonomous party. Previ-
ously, policies have been studied in computing from a primarily technical standpoint, e.g., in
characterising access control in a database management system.

This Dagstuhl Seminar takes a fresh and comprehensive perspective on policies by viewing
them as part of a sociotechnical system (STS) comprising intelligent agents and people.
What makes policies particularly attractive in the modern milieu, with the rise of Artificial
Intelligence (AI), is that they promise transparency, interpretability, and support for effective
explanations as well as opportunities for making improvements to individual agents or the
system. Yet major challenges remain in understanding how to (1) model policies (so they
express stakeholder needs in emerging problem domains precisely, clearly, and succinctly),
(2) provide a formal semantics for them that respects the autonomy of and interactions
between individual agents, and (3) reason about them efficiently. Among these challenges are
handling conflicts, allowing agents to deviate from policies, and understanding the trade-offs
between system architectures that accommodate different levels of autonomy and efficiency.

Organisation of the Seminar
The seminar was held over the week of June 29 to July 04, 2025 (Monday to Friday with
arrival on Sunday). We had 36 on-site participants. We started the first day with a two-
minute lightning talk of each of the participants. Each participant was asked to answer the
following questions: “what I’m doing, what I want to discuss here, and what input I would
like”. Before the Monday lunch, we had our two invited vision talks:

Matthew Arrott presented his vision from an industrial perspective in “Adoption of Inter-
action Protocols in Multi-Party Financial Transaction Platforms”.

Pınar Yolum gave her view from an academic perspective in “Sociotechnical Thinking of
Privacy”.

After lunch, we brainstormed in random groups on topics for discussion for the week,
followed by an open space session to determine the working groups for the week. We settled
on

Concepts: What are the underlying aspects of this interdisciplinary field and can be
defined consistently?
Agentic AI: How can we make agents interact and reason with human users through large
language models (LLMs)?
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Standardisation: How can we facilitate global data sharing and compliance in a world
with competing business interests?
Coevolution: How can we make sure that STS evolve with the societies they operate in?

For the remainder of the seminar, we focused on discussing these topics, with the intention
of coming up with plans for research publications in each of them. This was done through
breakout groups and plenary discussions for cross-fertilisation between groups. Participants
were encouraged to move between groups. At the end of each day, we had one or two primers
of one of the participating disciplines. These primers addressed

Judith Simon, “Ethics”.
Rigo Wenning, “Standardisation”.
Amit K. Chopra, “Programming with Norms”.
Harko Verhagen and Julian Padget, “The Value of Values”.
Beishui Liao, “Logic for New Generation AI: An Argumentation Based Methodology”.
Joris Hulstijn, “Regulatory Supervision”.

In keeping with Dagstuhl tradition, we organised a social event. While normally this
would be an excursion or a walk, we decided, due to the excessive heat that week, to stay at
the Castle and have a local wine tasting. Julian Padget and Harko Verhagen kindly hosted
the event. The final session of the seminar was dedicated to looking ahead and discussing
plans for future collaboration and publications as a result of working group discussions. We
also discussed the possibility of a follow-up Dagstuhl Seminar. Overall, the seminar was
highly engaging, intellectually stimulating, and a great success.

Outcome of the Seminar
Scientific content
Open problems: Each of the four working groups selected by the participants focused on

advancing understanding of open problems in the field. The working group reports at the
end of this document detail the context of each working group, the progress they made
during the seminar, which further challenges were identified, and how the group will take
the topic forward.

New connections: The seminar brought together researchers who are working in the broad
area of policy modelling but who approach that subject from different angles. Through
primers, discussion in the streams, and in social time, we saw interesting exchanges of
ideas among the subcommunities. We hope that these interactions will be fostered into
new collaborations.

Extensive collaborations: Participants extensively discussed problems and challenges with
colleagues, establishing new avenues for collaboration or reinforcing existing ones.
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3 Research area
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Research Challenges
This seminar synthesised research perspectives from computing with insights from the law,
public administration, and the social sciences. In particular, the relevant communities
in computing include Semantic Web, Knowledge Representation and Reasoning, Logic
Programming, Multi-agent Systems, Privacy and Security, and Legal Informatics, which we
introduce below.

This seminar investigated the entire lifecycle of problems in policy dealing with STS. The
design of a policy in an STS faces a fundamental trade-off between the autonomy accorded to
member agents and the control exercised over those agents to guide them toward stakeholder
objectives.

Architecture. Architecture here encompasses the social and technical tiers of an STS.
It captures what assumptions member agents can make about each other and what
guarantees they can expect from the social and technical tiers. These guarantees can be
expressed as policies and motivate an interest in an expanded view of policies. These
guarantees may include organisational controls, such as sanctions applied for deviation
from a policy.
Models. Models concern how policies are conceived, including the languages in which
they are expressed and how they relate to other parts of the relevant information systems.
In a formal sense, the models reflect the architecture in an information model along with
the needs of the domain. Models include considerations of the formal semantics, e.g., in
terms of the computations that can be realised from a system and a determination of
which computations are compatible with a given set of policies.
Reasoning. Reasoning concerns how decisions can be derived from policies, given the facts
and reasoning about policies, such as whether they conflict or one subsumes another. It
incorporates monitoring (for ease of exposition) to enable reasoning on specific instances
as well as determining if a particular deviation was legitimate.
Methodology. Methodology concerns ways in which policies may be specified for an STS,
given stakeholder requirements. It incorporates making changes in light of observed
decisions, whether deviations took place, and whether the outcomes and the deviations
(if any) were deemed legitimate.

The objective of this seminar was to provide a platform for researchers from different fields
to form a new community. Specifically, we sought to motivate participants to define new
research problems along with promising ways of tackling them.
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Contributing Research Fields
Here is an overview of the various fields and communities that study policies in various forms.

Semantic Web. addresses languages and methods for encoding information formally so that
intelligent agents can use that information without the risk of ambiguity that attaches to
informal notations such as natural language. The Semantic Web is focused on ontologies
– a form of expressive metadata – along with algorithms for formal reasoning on the
ontologies. A famous realisation of the Semantic Web is Linked Data, wherein data are
mutually linked to enhance their meaning and usefulness.

Knowledge representation and reasoning. (KRR) addresses ways to represent information
so it can be used by an intelligent agent in its reasoning and planning. KRR incorporates
findings from folk psychology to design formalisms that facilitate solving complex tasks.
KRR traditionally emphasises computational logic to automate reasoning and includes
studies of rules. Here, logic programming concerns models that automatically generate
solutions to formally represented problems, thus obviating the need for procedural
algorithms. KRR also includes deontic logic, which focuses on reasoning about obligations,
permissions, and rights and thus relates closely to policies.

Multi-agent systems. (MAS) addresses developing systems of autonomous agents that are
logically decentralised. A MAS is characterised by how its member agents interact, which
leads to research into formal communication languages (described by the information they
convey and the social relationships they affect) as well as intelligent decision-making about
whether and when to perform a communicative act and whether and how to respond to a
communicative act by another agent. These topics are thus well-aligned with policies.
The connection is stronger in the Normative MAS (NorMAS) subfield, which focuses on
social and legal norms and on organisational architectures.

Privacy, security and policies. for their proper handling of specific data are crucial for many
areas of research. Namely, the Semantic Web, because it is focused on enabling data-
sharing, for the legal domain, because privacy is regulated by data protection regulations,
like GDPR, and the database community for its access control studies. Various privacy
issues may arise at different stages of information management, from its collection to its
processing and dissemination.

Legal informatics. addresses the formal modelling of laws concerning the usage of AI (with
respect to AI provider or platform, e.g., with respect to privacy) and any domain where
AI is used (e.g., with respect to the liability of a robot or a robot operator). This field
relates well to the above areas of computing; it presents them with challenging problems
and benefits from their solutions.

Seminar Topics
Legal knowledge representation and reasoning. Laws can be understood as high-level

norms on behaviour and interaction in a society. Policies can be understood as op-
erationalisations of laws. Policies in the legal sense are still high-level in that they may
not be readily computed with, partly because they are expressed in natural language
and partly because they reference information that may not be readily computationally
characterised.
This seminar will study formal policy models and concomitant methodologies through
which legal nuance can be reliably represented and reasoned about. Important concerns
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include (1) conflicts between policies (e.g., due to jurisdiction or other attributes), (2)
the (constrained) freedom of an agent to violate a policy, and (3) revisions.

Reasoning about correctness. Policies occupy the space between (legal and social) norms
and agent behaviour. In our STS framework, this exposes important challenges concerning
(1) validation: whether a policy represents stakeholder needs as evidenced in the applicable
norms, (2) verification: whether agent interactions as designed respect the applicable
policies, and (3) compliance: whether agent interactions as realised deviate from the
applicable policies. Responses to these challenges determine how an STS and its member
agents can be improved through continual revision – e.g., deviations may be justified by
an “upstream” argument that the computational policy omitted a possibility allowed by
the underlying informal policy.
This seminar explored not only policies as artefacts (and how to represent and reason
about them computationally) but also the human-driven processes through which they
are developed and revised.

Sociotechnical architecture. The above vision calls for new thinking about the architecture
of STS. That is, we need to capture what an agent can expect from other agents and
from the STS. Specifically, these expectations concern how information and control are
distributed: are some policies enforced through technical artefacts (and difficult to violate
without circumventing those artefacts)? Are there compliance checks when onboarding
new agents into the system? Are interactions monitored? Are there social controls in
place, e.g., reputation or eviction? Can sanctions arising from deviations be negotiated?
This seminar studied alternative architectures as devised in informal real practice (such as
the law and organisations), semiformal practice (such as access control and break-the-glass
scenarios in healthcare, and more formal models (such as in organisational models in
MAS).

Applications. Policy technologies are a case where engineering has gotten ahead of science.
For example, Open Digital Rights Language (ODRL) is a W3C Recommendation, it is
a policy expression language that provides an information model and a vocabulary for
policies about the usage of digital assets and services. Even though ODRL is gaining
traction (it’s now in version 2.2), it lacks a formal model and semantics. We anticipate
that use cases from ODRL, albeit limited to data policies, could be interesting real-life
challenges for our discussions of the policy lifecycle, and especially on the formal models.
This seminar will study practical use cases of policies in practice and identify research to
give practice a robust foundation so that it can proceed with greater rigor and generality.

4 Overview of Talks

4.1 Prosociality and Ethics in Sociotechnical Systems
Nirav Ajmeri (University of Bristol, GB)

License Creative Commons BY 4.0 International license
© Nirav Ajmeri

Prosociality refers to voluntary actions or behaviours intended to benefit an individual
or society at large. Normative ethical principles are philosophical guidelines that define
acceptable and unacceptable behaviours, offering a foundation for evaluating actions based
on their ethical implications. As AI systems increasingly influence decisions with societal
impact, their ability to act in prosocial and ethically aligned ways becomes critical. AI
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Agents designed today often prioritise the goals and preferences of their primary users –
risking outcomes that reinforce existing privileges and disadvantage vulnerable individuals
or marginalised communities. Even agents designed for multi-stakeholder contexts may
inadvertently overlook broader societal implications. At this Dagstuhl Seminar, I explore
how normative ethics can inform the design of AI systems that account for the well-being of
others, and discuss recent methods for embedding ethical norms and prosocial behaviours in
agents through interaction and social learning. These methods enable more equitable, fair,
and responsible STS – better aligned with the values of all stakeholders.

4.2 Introducing exceptions, accountability, commitments, information
protocols into JaCaMo and Jason

Matteo Baldoni (University of Turin, IT) and Cristina Baroglio (University of Turin, IT)

License Creative Commons BY 4.0 International license
© Matteo Baldoni and Cristina Baroglio

JaCaMo and JADE + 2COMM: we show the benefits of explicitly representing social
relationships between agents. This approach improves code modularity and interaction
flexibility. Additionally, treating commitments as manipulable resources allows agents to
reason about their interactions and strategically decide how and when to engage with others
to pursue their own goals, enhancing the overall system’s effectiveness.

JaCaMo extended with exceptions and accountability: we aimed to enhance the robustness
of MAS. The first extension to JaCaMo introduces an exception handling mechanism tailored
for MAS, while the second uses accountability to establish feedback chains among agents.
Both extensions offer high-level abstractions and follow a unified approach to support the
design of robust MAS capable of functioning correctly despite disruptions.

Jason and his friends Orpheus and Azorus: Orpheus and Azorus offers a programming
model designed to enhance commitment-based reasoning in decentralised MAS. It uses
declarative specifications centred on commitments and integrates them with information
protocols. It supports reasoning about both goals and commitments and unifies three key
technologies: Jason (a BDI-based agent programming model), Cupid (a formal language for
commitments), and BSPL (a protocol language for information exchange). The model is
implemented and shown to effectively represent complex business logic patterns.

4.3 All Intelligent Agents Should Speak a Formal Language
Victor Charpenay (Mines Saint-Étienne, FR)

License Creative Commons BY 4.0 International license
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Modern STS usually involve many more machines than humans. Among each other, machines
always speak a formal language, which can be as simple as JSON (or better, JSON-LD) or
as elaborate as FIPA-ACL. Because humans are outnumbered in STS, the best way for them
to interact with machines is to speak the language of machines, via a dedicated graphical
user interface for example. The ability of Transformers to model natural language should
not encourage engineers to make machines speak natural language but rather to develop new
forms of user interface to enhance the fluency of humans in formal languages.
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4.4 Meaning-Based Abstractions for Agentic AI
Amit K. Chopra (Lancaster University, GB)

License Creative Commons BY 4.0 International license
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The Agentic AI paradigm is concerned with creating LLM-powered agents that take actions
in the real world on behalf of their users. The promise of LLMs lies in their potential to
reduce the knowledge engineering effort needed to build agents. Instead of being explicitly
programmed, the agents would exploit LLMs to engage in a natural language dialog with their
users, figure out the relevant constraints, and act accordingly. Several software frameworks
(including protocols) lay claim to realizing Agentic AI. However, these frameworks miss
crucial features about the context of real-world actions and their meanings.

Via the notion of norms, meaning is what much research in MAS has been concerned
with. The idea is that communications between agents change the normative state of a
system and this state is what matters to agents (and the principals they represent) in their
reasoning. Recent work has shown how agents can engage flexibly on the basis of norms. A
great direction for research is the synthesis of this body of work with LLM-based reasoning
to realise more flexible, practical, and reliable Agentic AI.

4.5 Normative Multiagent Systems
Mehdi Dastani (Utrecht University, NL)

License Creative Commons BY 4.0 International license
© Mehdi Dastani

Normative systems are widely recognised as an effective means of regulating agent behaviour
in MAS. Since the introduction of new norms alters system behaviour, there is a need for
formal methodologies to model such dynamics. One line of research in our research group
is to addresses this by treating the addition of norms as system updates and introducing
formal update semantics to capture their impact.

Another contribution examines norm revision as a mechanism for improving system
performance and ensuring the fulfilment of desirable properties. By analysing revisions such
as relaxation and strengthening, and illustrating their effects through practical scenarios,
our research explores how adaptive adjustment of norms can align MAS behaviour with
system-level objectives.

A complementary approach investigates the challenges of maintaining effective norm
enforcement in dynamic environments, where objectives evolve and previously defined norms
may lose their effectiveness. To address this, we have introduced the data-driven norm
revision framework. This framework automatically synthesises and revises conditional
prohibitions with deadlines using system execution data. By analysing behavioural traces,
the framework generates revised norms that more accurately distinguish between acceptable
and unacceptable behaviours. Empirical evaluation using an advanced urban traffic simulator
demonstrates that our approach significantly outperforms original norms in supporting the
achievement of system objectives.

Collectively, these research directions advance the theory and practice of dynamic norm
management in MAS by providing formal models for norm updates, conceptual tools for
norm revision, and data-driven methods for adaptive norm synthesis.

25271

https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


142 25271 – Policy Modeling and Reasoning in Sociotechnical Systems

4.6 Engineering Human-AI Teams: Norms, Values, and Responsible
Collaboration

Davide Dell’Anna (Utrecht University, NL)
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Recent advances in AI have made it necessary or desired for humans to get involved in
interactions with AI systems on a daily basis. A key factor for the acceptance and responsible
use of AI systems in STS is their ability to understand and adapt to personal, social, and
legal norms. My research focuses on methodologies and mechanisms for designing AI systems
that collaborate with humans synergistically and proactively as Human-AI teams where
members amplify each other’s intelligence by combining their complementary strengths [3]. I
study how to represent, computationally, human social constructs such as norms, values, and
team properties, and how to develop automated adaptive and data-driven mechanisms that
ensure that AI behaviour is responsible, trustworthy, and justifiable [2, 1].
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4.7 Sociotechnical Systems: Stay relevant: Norm Change and
Value-Alignment

Marina De Vos (University of Bath, GB)
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When implementing autonomous agents in an STS, it is critical that their actions are in line
with expected behaviours and with the social values of the stakeholders of the systems. To
achieve this, the system and the agents should be equipped to reason about the norms and
values of the system and how these can be affected by their actions. For modelling norms
within a system we use the institutional action language InstAL which maps computationally
to answer set programming. As the STS evolves over time, we allow participants to request
norm changes which, if approved, are implemented in the system by updating the norms
through inductive logic programming. Recently, we started exploring incorporating values
and value-alignment, either through stand-alone value extraction from policy documents
using LLMs or value-based decision-making for agents using argumentation frameworks.
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4.8 Trust envelopes: Vehicles of History and Destiny
Beatriz Esteves (Ghent University, BE)
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The original vision of the Web was one of decentralisation; however, this ideal is not reflected
in the current landscape. While Web-based services and data inherently originate from diverse
sources, the exchange of data – particularly personal data – is predominantly governed by a
limited number of large BigTech companies. This concentration of control has contributed
to growing public distrust in these services.

Our argument is not that data flows are absent, but rather that they are inefficient
and misaligned with technological, legal and business principles. On one side, companies,
uncertain about user retention, engage in aggressive data collection from the very first
interaction. On the other, users – seeking the convenience of online services – often accept
privacy policies and terms of service without adequate scrutiny.

We hypothesise that meaningful and trustworthy data exchange, conducted at every
point in time where a data point needs to be exchanged with a clearly defined purpose,
can foster evolving, trust-based relationships between individuals and organisations. To
support this vision, we introduce the concept of trust envelopes. A trust envelope serves
as a carrier of both the historical context and the intended future use of a data element.
By accompanying data with usage policies, provenance and other contextual information,
trust envelopes enable recipients to verify the origin and quality of the data and to use it
in accordance with the source entity’s preferences. As such, they enable well-intentioned
actors to engage in responsible data exchange without facing the disproportionate obstacles
currently present in the digital ecosystem, while those with less sincere motives will be unable
to exploit the advantages of these evolvable trust relationships.

4.9 Modelling and Reasoning about Policies in Sociotechnical Systems
Nicoletta Fornara (USI – Lugano, CH)
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The problem of modelling and reasoning on norms, policies, agreements and licenses is
increasingly crucial in many fields of application and research, e.g. in the design and
development of STS, in the regulation of autonomous agents on the Web of Things (see the
Dagstuhl Seminar 23081 Agents on the Web1), for the governance of the use and exchange
of personal and business knowledge graphs between parties (see Dagstuhl Seminar 25051
Trust and Accountability in Knowledge Graph-Based AI for Self-determination2), for the
governance of the exchange of Data Spaces, Personal Data Stores (in the Solid open standard)
and for the second used of health data. Automatically reasoning on the semantics of policies
is crucial for providing different types of services, for example, what-if analysis, access
control, monitoring and sanctioning, and conflict detection. In my research I studied the

1 Dagstuhl Seminar 23081 Agents on the Web (Feb 19 – Feb 24, 2023) https://www.dagstuhl.de/23081
2 Dagstuhl Seminar 25051 Trust and Accountability in Knowledge Graph-Based AI for Self Determination

(Jan 26 – Jan 31, 2025) https://www.dagstuhl.de/25051
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formalisation of frameworks for modelling and reasoning on policies by using Semantic Web
Technologies and rule languages. Together with my colleagues, we proposed a model to
represent and reason about obligations, prohibitions and permissions by extending the ODRL
policy language [1] and the T-NORM model of norms able to regulate classes of actions whose
performance is temporally constrained [2]. Since 2021, I have been co-chair of the W3C
ODRL (Open Digital Rights Language) Community Group in which I mainly coordinate the
activities of the group that defines the semantics of ODRL 2.23 [3]. Important challenges are
the completion of the definition of the formal and operational semantics of the ODRL 2.2
language and the proposal of a new version of the model to overcome its current limitations,
which must pass through the study of actual use cases, including its use in STS, and the
definition of the main requirements that the new model should meet [4].

References
1 Fornara, N., & Colombetti, M. (2019). Using semantic web technologies and production

rules for reasoning on obligations, permissions, and prohibitions. Ai Communications, 32(4),
319-334. https://doi.org/10.3233/AIC-190617.

2 Fornara, N., Roshankish, S., & Colombetti, M. (2021, May). A framework for automatic
monitoring of norms that regulate time constrained actions. In International Workshop
on Coordination, Organizations, Institutions, Norms, and Ethics for Governance of Multi-
Agent Systems Vol. 13239 (pp. 9-27). Cham: Springer International Publishing. https:
//doi.org/10.1007/978-3-031-16617-4_2.

3 Bonatti, P. A., Fornara, N., & Harth, A. (2025). Towards a Formal Semantics of the
Open Digital Rights Language (ODRL 2.2). ESWC 2025 Workshops and Tutorials Joint
Proceedings. 1st International Workshop on ODRL and beyond: Practical Applications and
challenges for poLicy-base access and usage control (OPAL2025). Portorož, Slovenia 1st
June 2025. Vol-3977. https://ceur-ws.org/Vol-3977/OPAL2025-4.pdf.

4 Cimmino, A., & Fornara, N. (2025). Improving ODRL 2.2: current limitations and the-
oretical solutions. ESWC 2025 Workshops and Tutorials Joint Proceedings. 1st Interna-
tional Workshop on ODRL and beyond: Practical Applications and challenges for poLicy-
base access and usage control (OPAL2025). Portorož, Slovenia 1st June 2025. Vol-3977.
https://ceur-ws.org/Vol-3977/OPAL2025-6.pdf.

4.10 Regulatory Supervision
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This tutorial presents a brief summary of some of the theory in public administration, IT
auditing and law, that is relevant to regulatory supervision and compliance, especially where
it concerns corporate regulation; not individual citizens. In particular, we discuss the topics
of responsive regulation, (enforced) self-regulation, system-based supervision (also known as
collaborative compliance) and the interpretation of open norms. These notions are illustrated
by an example from the customs domain: “towards data-driven supervision”. In a data-driven
supervision process, regulators rely on data from documents provided by the company being
supervised. In that case, the central question is: how often and when should regulators
schedule inspections to verify the data?

3 ODRL Formal Semantics, Draft Community Group Report https://w3c.github.io/odrl/
formal-semantics/
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4.11 What Do We Need for Software-based Normative MAS?
Timotheus Kampik (SAP Berlin, DE & Umeå University, SE)
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Indeed, for technologies such as business rule engines, enforcing and verifying compliance
with normative requirements is a primary use-case class. Accordingly, we have “normative”
capabilities in software systems that govern sociotechnical MAS. However, the “intelligent”
handling of exceptions to norms, the deliberate violation of norms based on values, and the
evolution of norms is still up to humans, incurring substantial social efforts in organisations,
and causing conflicts between norms and values. Accordingly, more flexible architectures and
practically more expressive abstractions are required for moving the operational workload of
norm management and evolution from the human to the software agent level.

4.12 Logic for New Generation AI: An Argumentation Based
Methodology

Beishui Liao (Zhejiang University, CN), Réka Markovich (University of Luxembourg, LU),
Leon van der Torre (University of Luxembourg, LU)
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Joint work of Beishui Liao, Réka Markovich, Leon van der Torre, Liuwen Yu

This talk introduces a methodology to address the challenges of managing inherently con-
flicting and evolving policies, norms, and values within complex STS. It argues that formal
argumentation provides the necessary rigorous, structured foundation for representing these
concepts, including violations and causal links, and for deriving defensible conclusions. To
tackle these complexities, we propose a comprehensive integrated framework built upon
formal argumentation. This framework consists of six core, interconnected components: 1) A
unified representation using defeasible rules to formalise norms, policies, and their violation
conditions, naturally handling exceptions and priorities; 2) A conflict and violation resolution
engine based on argumentation theory to systematically identify and adjudicate conflicts
and violations through argument evaluation; 3) A dynamic adaptation mechanism using
argumentation revision to evolve the system by adding, modifying, or retracting rules and
arguments in response to change; 4) A causal attribution interface combining argumenta-
tion with causal inference to link normative states (compliance/violation) to root causes
of outcomes; 5) An efficient computation strategy employing locality and modularity for
scalable reasoning in large systems; 6) A neuro-symbolic integration pathway leveraging
LLMs for tasks like natural language parsing and argument generation, while relying on the
argumentation core for rigorous, explainable reasoning and validation.
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4.13 Abstract of Research
Réka Markovich (University of Luxembourg, LU)
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I research computational legal theory and study its applications in AI and legal reasoning.
My focus areas are legal knowledge representation, norMAS, deontic logic, machine ethics,
and explainable AI (XAI). Computational legal theory is about reconstructing fundamental
legal concepts and structures in a formal language. One of the topical foci of mine has a
special relevance for policy modelling and reasoning in STS: I have been investigating the
formal structure of normative positions. The theory of normative positions is based on the
theory of W.N. Hohfeld, who differentiated between four types of positions often referred to
as a “right” (claim-right, privilege/freedom, power, immunity) and their corresponding “duty”
positions (duty, no-claim, liability, disability). The agents in these positions are in normative
relations with each other. This differentiation and the characterisation of the positions and
the relations are crucial in order to avoid terminological mess in the law and any system
aiming at implementing it, but also for understanding further fundamental concepts playing
an essential role in STS, such as competence, responsibility, authority, commitment. Hence
the concepts and their adequate formalisation contribute to build, as Marek Sergot puts it,
the “characteristic of all forms of regulated and organised agent interaction”.
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4.14 Sociotechnical Systems: From Dialogue to Decisions
Pradeep Murukannaiah (TU Delft, NL)
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Engineering STS is the overarching theme of my research. I envision an STS as a system that
supports rich interactions among principals (humans or organisation) and computational
agents, enabling a variety of individual and societal applications. In an STS, principals are
paramount. Principals act autonomously (based on values) and are accountable to each
other (as specified by norms). Agents, in contrast, support decision-making by principals. In
this seminar, I explore how to connect dialogue among stakeholders to decision-support by
agents.

4.15 Computational Machine Ethics
Vivek Nallur (University College Dublin, IE)
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Increasingly machines will be called upon to take ethically charged decisions. In these
situations, it is important for the machine to behave in an ethically acceptable manner.
The ability of an ABM-based simulation to “play out a few steps into the future”, allows
the agent to make a principled decision. Those decisions can be taken in a manner that
respects multiple stakeholder values, i.e., in a pro-social manner. The agent also attempts
to anticipate the humans around it, by understanding the cognitive model of the human
interacting with it, and the various possible biases that impact human decision-making.

4.16 Normative Regulation of the Industry of the Future
Luis Gustavo Nardin (IMT Mines Saint-Étienne, FR)
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Modern industry is compelled to become more flexible, adaptable, resilient, sustainable, and
human-centred in order to evolve and remain competitive. We claim that these requirements
can be fulfilled by coupling industrial processes modelling with normative aspects to define a
set of design principles for governing industrial systems to operate trustworthy and sustainably,
and to respond quickly and flexibly to exogenous and endogenous changes. The explicit
normative representation and reasoning enable agents to both adapt the execution of industrial
processes to unexpected situations and conditions, and to transparently and intelligibly express
their decisions to an human operator. We aim to create normative regulation mechanisms,
design regulation architectures and implement platforms that enable agents to operate in
heterogeneous and dynamic industrial settings and reason about normative aspects to enhance
flexibility, resilience, trustworthiness, and sustainability for the Industry of the Future.
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4.17 CERTAIN: Towards Traceability and Regulatory Compliance in AI
Sebastian Neumaier (FH – St. Pölten, AT)
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As AI systems become increasingly embedded in critical sectors, ensuring regulatory compli-
ance and ethical integrity becomes essential. In my talk, I introduce the CERTAIN project
(https://certain-project.eu/), which aims to develop a comprehensive framework for the
traceability and compliance checking of AI systems within the evolving regulatory landscape
of the European Union. Central to this effort is a Semantic MLOps Engine and a RegOps
Engine:

The semantic engine supports lifecycle tracking via ontologies;
The RegOps engine enables compliance assessment by querying the collected information
in a corresponding knowledge graph that captures the AI development and deployment
process.

At the seminar, we discussed the relevance of the project’s goals to the seminar’s core themes,
addressing decentralised system governance, ODRL-inspired policy semantics, and verifiable
policy modelling in sociotechnical ecosystems.

4.18 The value of Values
Julian Padget (University of Bath, GB) and Harko Verhagen (Stockholm University, SE)
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We draw on work in psychology and computer science to propose an approach to the
embedding and operationalisation of values – or more precisely, value preference orders – in
the design, implementation and operation of STS.

Our motivation is to put forward a methodology – called conscientious design – that puts
people at the heart of systems so that (sociotechnical) systems meet – and continue to meet
over their lifetime – the expectations of a changing population of participants. A further
driver is that for many years we believed that norms were the right technology for capturing
and operationalising human requirements in STS, but have concluded that while precise,
they are also brittle, hard to write and hard(er) to maintain. In contrast, while not solving
the problem, values offer a means to contextualise the norm production and maintenance
process to realise what we call small “v” value alignment.

Conscientious design builds upon Schwartz’s universal values and Friedman’s Value-
Sensitive Design (VSD) to propose a frame of reference for STS stakeholder values, in the
form of a bespoke value system constructed around the axiology of thoroughness, mindfulness,
responsibility. This extends into a process that embeds representations of values that go
beyond the design stage to operation, revision and retirement creating a value-based approach
to through-life development.
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4.19 Extending ODRL for AI and Data Regulation
Victor Rodriguez Doncel (Polytechnic University of Madrid, ES)
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Elements of the new EU legislation on AI and data can be formalised and operationalised.
This opens the door to new types of software tools that support organisations in compliance-
related tasks, and also allows for the analysis and simulation of the ethical and societal
impacts of emerging technologies and their regulation within STS–this is the goal of the EU
HARNESS project. In particular, certain norms can be represented using policy languages
such as ODRL. Originally developed as a Rights Expression Language, ODRL has evolved
into a more general policy language and could be extended to represent concrete legal
norms found in recent AI and data regulations. To achieve this, new language features
should enhance ODRL’s expressiveness, and the behaviour of ODRL processors should be
more precisely defined. Additionally, other ODRL-related tools should be explored, such
as: translation mechanisms between ODRL and other languages (e.g., Prolog); methods
for efficiently extracting rules from normative texts; and techniques for generating natural
language (e.g., English) descriptions from formal rules.

4.20 Compliance Mechanism using LLM
Ken Satoh (Research Organization of Information and Systems, JP)
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We launched the tri-lateral (Japan–France–Germany) research project Research on Realtime
Compliance Mechanism for AI (RECOMP) (https://research.nii.ac.jp/RECOMP/) for
the period 2021–2023, supported by the Japan Science and Technology Agency (JST), the
Agence nationale de la recherche (ANR), and the Deutsche Forschungsgemeinschaft (DFG).

Our goal is to improve the reliability of AI in society by implementing real-time compliance
mechanisms for legal and ethical norms. In our approach, legal norms are modelled as
hard constraints that must always be satisfied, while ethical norms are modelled as soft
constraints that should be satisfied as far as possible.

The overall agent architecture is shown in Fig. 1. When a new observation is received,
the agent revises its current plan by integrating the new information with a causal theory
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that encodes physical constraints and action–effect rules. We then verify legal compliance
among candidate plans and select those that are legally valid. Next, we evaluate ethical
compliance to identify ethically optimal plans, meaning plans that satisfy stronger ethical
rules whenever possible.

In this abstract, I outline a proposal to extend our system using LLMs. At present,
our framework is based on logic programming, which creates a gap between the formalised
representation and the norms, typically written in natural language. This makes it difficult
for both domain experts and system developers to fully understand the underlying logic-based
knowledge representation. To address this, we propose the architecture shown in Fig. 2. In
this design, system developers provide causal theories and legal and ethical rules in natural
language. An LLM then translates them into a corresponding logic program. Similarly,
user goals given in natural language are automatically translated into logical goals, and
the inferred results from the logic program are translated back into natural language. This
approach aims to create a more robust, accessible, and user-friendly system.

Figure 1 The architecture for RECOMP planning.
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Figure 2 The architecture for RECOMP planning with LLM.

4.21 Regulation in Techno-Human Systems of the Future
Jaime Sichman (University São Paulo, BR)
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In our current life, people interact with each other and with several institutions by using
technical systems. These complex systems, composed by people and software / hardware
are known as STS [1]. As an example, in our University researchers and students access the
technical systems to see their grades, submit their works, submit their reports, access the
restaurant menu, i.e., to interact with the institution USP.

The current state of the art in AI and Computer Science includes (i) LLMs & Normative
Agents, (ii) Big Data for Smart Cities, (iii) Autonomous Systems, (iv) Security & Safety,
(v) Green Computing, (vi) Complex Software Supply Chains and (vii) High Performance
Computing & Simulation. However, these currently used techniques are not yet integrated
in a single framework in order to enable better people’s experiences in Digital Society.

Our current work intends to use multi-agent regulation techniques [2] to enhance these
STSs. We intend to apply these techniques in the industry 4.0 domain [3] and integrate them
with argumentation techniques [4].
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4.22 Ethics and AI: Resisting the Seduction of Frictionlessness
Judith Simon (Universität Hamburg, DE)
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1. Ethics: Ethics in general asks questions about what is right and wrong, what is good
and what is bad, what we should or must (not) do – and for what reasons. If applied to
AI, this entails the question of what good and bad AI is – not only technically, but also
morally and what we can and/or should (not) use AI for – and for what reasons.

2. AI: Looking into the history of AI, we can dissect three themes, related to epistemic,
ontological and ethical questions as well as three promises, all of which were assessed
later.
The three themes are:

Big data & statistical reasoning: from means and standard deviations to personalisation
without subjects
The role of imitation and deception
The human/cognition/language as both a benchmark and being deficient The three
promises of AI are to increase the efficiency, quality and convenience.

3. Ethical Challenges of AI: I then outlined some of the most pressing challenges resulting
from AI based upon three publications (Deutscher Ethikrat 2023, Simon et al. 2024,
Simon 2025).
These were:

Expanding/Reducing Agency
AI-based Knowledge Generation & Prediction
Endangering the Individual Through Statistical Stratification
Effects of AI on Human Competencies and Skills
Privacy & Autonomy versus Surveillance & Chilling Effects
Data Sovereignty and Data Use Oriented Towards the Common Good
Critical Infrastructures, Dependencies and Resilience
Path Dependencies & Dual Use
Bias and Discrimination
Transparency and Accountability – Control and Responsibility
Deception

Having outlined the most pressing ethical challenges of AI, I argue that the judgment on
the increased quality of cognitive process and decision making is still open and differs for
different individuals & groups. The judgment on whether (Gen)AI increases the efficiency
& convenience is also open – but even if epistemic processes were more convent and
efficient, this very improvement comes with epistemic, ethical and political costs.

4. Conclusions: I concluded my talk with some suggestions on what we can do to design
technologies with ethics in mind – but while also being aware about the limits of reaching
ethical and political goals with and through technology.
These are the following:

There is no “machine ethics”: Ethics can’t be delegated to machines, but requires
judgment, situated and context-aware reasoning.
Another way of thinking about ethics and AI is rooted in the “Values in Design”
approach. Instead of delegating ethics to tech, it asks: which values are relevant for
whom and how can and should we operationalise them?
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Ethics is not a check-box to tick. Instead ethical considerations are part and parcel of
the whole life-cycle of developing a deploying tech: from creating and annotating data,
to choosing methods, using tech in specific contexts and taking care of their remains
after they cease to work.
So ethics is part of research and tech development, but also goes beyond tech. Think
of de-biasing AI – you can’t fully avoid discriminating against every possible group
or individual, but have to make ethical and political choices, which harms are most
important to prevent.
Finally: Beware of the pitfalls of anthropomorphising technology and making humans
machinic. Both are inherent in the history of AI anyway, but become even more salient
in the field of normative MAS and ethical AI.
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4.23 Flexible, adaptive sociotechnical systems based on norms and
values, their evolution, and their realisation using generative AI

Munindar P. Singh (North Carolina State University – Raleigh, US)
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Our computational model of STS enables a natural way to elicit stakeholder needs (require-
ments, risk attitudes, and value preferences), reason about them, and build decentralised MAS
meeting those needs. We have been working on improvements of this model to incorporate
enhanced reasoning about value preferences and norms, especially in conjunction with each
other and with mental constructs such as goals. In this seminar, we will discuss ideas relating
to (1) a lifecycle for STS, especially its continual tracking and alignment with potentially
changing stakeholder needs, (2) models for the emergence and evolution of norms in light of
both observations and semantically rich models, and (3) realising STS by taking advantage
of the facilitation of knowledge engineering provided by generative AI, including identifying
ways to enrich current generative AI models and toolkits with social intelligence, thereby
achieving a leap in the development of MAS that go far beyond today’s rigid, workflow-based
approaches.
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4.24 Architects of Trust: A Framework for Sovereign Data Governance
in the Age of Autonomous Agents

Simon Steyskal (Siemens AG – Wien, AT)
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The emergence of decentralised STS, from industrial data spaces to autonomous MAS powered
by LLMs, has exposed fundamental limitations in traditional, centralised governance models.
This work presents a conceptual framework addressing the critical research challenge of
establishing trustworthy, policy-based governance in environments where autonomous agents
must interact without central authority.

The framework synthesises two W3C standards in a novel “two-pillar” architecture: the
Open Digital Rights Language (ODRL) for expressing deontic policy semantics, and the
Shapes Constraint Language (SHACL), repositioned as a dynamic policy enforcement engine
through custom node expressions. We outline how this integration, combined with Decentral-
ised Identifiers (DIDs) and Verifiable Credentials (VCs), could enable verifiable, context-aware
governance that preserves data sovereignty while facilitating automated compliance checking.

Key research directions identified include: (1) developing formal semantics for ODRL-
aware SHACL validation that transforms static data validators into Policy Decision Points,
(2) addressing semantic gaps in current policy languages for complex temporal and contextual
constraints, (3) establishing mechanisms for policy conflict resolution in multi-stakeholder
environments, and (4) extending governance models to encompass LLM-powered agents
where policies themselves may be generated through natural language interaction.

4.25 Human-Centred AI in Sociotechnical Systems
Sz-Ting Tzeng (University of Umeå, SE)
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As AI increasingly integrates into our social structures, humans and AI form complex STS.
Ensuring that AI aligns with human values and social norms and that AI behaviours are
justifiable becomes increasingly important when humans are involved. My research focuses
on developing human-centred AI that can make decisions and adapt its explanation strategies
according to the social context and values in STS. In this seminar, I explore how decision
making and AI-generated explanations reflect and are shaped by human values, and how
agents adapt to evolving STS.

4.26 Ethical Decision-Making in Multi-Agent Systems
Jessica Woodgate (University of Bristol, GB)
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Consequential decision-making is increasingly guided by AI in diverse social settings, from
resource allocation to balancing preferences of stakeholders. Whilst AI has beneficial uses,
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its sociotechnical nature entails it often adopts default social norms (standards of expected
behaviour) and power structures of society, which includes systematic injustices and inequal-
ities. Resource allocation may treat some recipients more favourably, or the preferences
of minorities may be overlooked. Realising the benefits of AI across society necessitates
addressing ethical implications, understood as what is morally good or right. Many ethical
concerns are multi-agent in nature, involving one party’s concern for another. MAS, which
are collections of multiple agents interacting in a shared environment, are thus an appropriate
setting to examine ethical implications of AI and encompass social factors such as norms. To
advance ethical decision-making in MAS, operationalising principles from normative ethics –
the philosophical study of practical means to determine right from wrong – helps support
interdisciplinary insights and guide decision-makers in making evaluative judgements.

4.27 Sociotechnical reasoning of privacy
Pinar Yolum (Utrecht University, NL)
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STS consist of agents and humans, each with potentially different capabilities, working
together to accomplish tasks. For these systems to succeed, agents need to recognise, take
into account, and demonstrate social, developmental, and communication skills – like self-
reflection and empathy – that are typically linked to humans. How do we realise STS that
benefit from these skills? How do we measure their existence? I argue that our vocabulary
for talking about STS is based on individual AI systems and do not capture the effect of
such skills. I demonstrate a few cases over the domain of privacy.

4.28 Regulating autonomous agents on the Web
Antoine Zimmermann (Ecole des Mines – St. Etienne, FR)
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Much digital activity happens on the Web. As the Web gets increasingly vast and complicated,
we need assistance from automated tools to process the information and sometimes do tasks
for us. Complicated tasks require proactiveness and autonomy to complete automatically.
When autonomous software acts on our behalf on the Web, it must do so in accordance with
our policies and regulation. Therefore, we need mechanisms that allow artificial agents to
become aware of their obligations, permissions, and prohibition in very strictly verifiable ways.
Language models can help translating human-readable regulation into machine-processable
representations, but they are prone to misinterpretation, approximation, and hallucination.
We want to convey policies to agents on the Web in a formal, unambiguous form, and make
them easily discoverable in a systematic way, such that agents can arrive at a location on
the Web and operate on available resources according to the rules, without prior knowledge
of the local context.
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Figure 3 General interplay between policies, values, and norms.

5 Working groups

5.1 Coevolution of Values and Norms in Sociotechnical Systems
Nirav Ajmeri (University of Bristol, GB), Marina De Vos (University of Bath, GB), Davide
Dell’Anna (Utrecht University, NL), Pradeep Murukannaiah (TU Delft, NL), Vivek Nallur
(University College Dublin, IE), Luis Gustavo Nardin (IMT Mines Saint-Étienne, FR), and
Munindar P. Singh (North Carolina State University – Raleigh, US)
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5.1.1 Introduction

In this report, we provide an overview of the discussions held at the Dagstuhl 25721 Working
Group on the coevolution of values and norms in a STS. We discuss the background and
conceptualise an STS where norms and values can change over time and influence each other
based on the observations and actions of the human actors and agents. We identify key
research challenges spanning the formalisation, operationalisation, and application of such
an STS.

An STS involves social actors (humans) and technical entities (abstracted as AI agents)
[29]. The agents represent the social actors and aim to facilitate rich interactions among
them. Two key factors that influence social actors’ interactions in an STS are values and
norms. Values represent deep-rooted motivations or preferences of social actors (to act
in a certain way). In contrast, norms govern expectations between actors. Norms usually
reflect the values of the social actors, but they can also shape the values of social actors.
Both values and norms influence the policies agents adopt for decision making as shown in
Figure 3.

Literature on engineering STS studies the evolution of values and norms independently,
e.g., [18, 22]. However, their interplay (bidirectional) – how values inform norms and how
norms influence values [30] – is largely unexplored. In this report, we identify key research
avenues to conceptualise this interplay, model an STS with this conceptualisation, and
engineer the agents in the STS to co-evolve values and norms.
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5.1.2 Background

Values are generally considered as high-level motivations that drive human behaviour [33].
Value preferences describe the relative importance that a human ascribes to different values
to guide their actions in a socio-cultural environment and context. Values in society are
operationalised at the agent-level by aligning their actions with individuals’ value preferences,
and at the STS level by expressing and enforcing norms to regulate agents’ behaviour and
interactions [6, 19].

Research in (normative) MAS has explored several approaches to model and compute
the norms required to make coordination between agents possible [8], to address norm
violation and sanctioning [17, 31, 2, 1, 36], and to support aspects pertaining to the dynamic
adaptation of norms, including a variety of centralised and distributed approaches for norm
change, revision, emergence, and learning [4, 10, 32, 11, 5, 16, 13, 27, 24, 39, 38].

Research has also explored approaches to infer human values [22, 23] and to relate
norms to values [34, 20, 37, 3]. Further, values have been shown to affect policy and norms
[12]. Despite the extensive literature on norms and values, the study of the interplay and
co-evolution of norms and values over time still remains largely under-explored.

5.1.3 Main discussion points

This section summarises the key points that emerged from our discussion. This discussion
led us to the conceptualisation and research questions outlined later.

1. Distinction between evolution, adaptation, emergence, learning, and change of norms.
Evolution is emergent, and adaptation is more top-down.
Evolution is a gradual process, while adaptation does not have to be.
Adaptation refers to a change in norms.

2. Distinction between top-down and bottom-up norms creation.
In the top-down case, norms come from an institution that regulates agents’ behaviour.
In the bottom-up case, norms emerge or are agreed upon by the agents themselves in
an agent-centric (distributed) regulation.

3. What triggers the need for adaptation?
Norms may change when they become incompatible with values. Values may change
based on the perception of others.

4. A norm is understood to have emerged when a certain percentage of the population (e.g.,
90%) adopts it [21]. This notion refers to the idea of social tipping points.

5. The size of inner and outer groups affects the strengths of sanctions, the vulnerability
perception of inner groups, and the willingness to violate norms.

6. There is a difference between revealing actions and values underlying those actions.
7. While there is some work on norm change ([28, 25, 14, 7, 26]), less work is present on

value change.
8. The co-evolution of norms and values is relevant for a variety of case studies. These

include
Hospital and Healthcare scenarios [9], where evolving human norms and values need
to be considered to ensure that technology adequately supports patients and citizens.
As an example, we considered Family bounding and privacy as possible values in this
context. Norms could relate to permissions to share data with family. Preferences
express individuals’ preferences over values, such as family bounding over privacy.
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Human-AI teams [35, 15], where it is essential that team members have a common
understanding of other team members and their individual preferences and values,
team norms and team objectives (incl. team and organisational values) to ensure that
the team operates (increasingly) effectively over time and that both AI agents can
adequately support humans in the teams.
University settings, where individual norms and values interact and coexist with
organisational values.
Legal settings, where personal norms and values co-evolve with societal values and
legal norms. We consider a scenario where an individual values traditional family,
and legal norms in their country prohibit abortion. Individual actions could include
abortion (an action that violates a norm within a traditional family), but also protest
against abortion (an action that is in line with their values, but inconsistent with other
actions). One such situation expresses a choice to violate the norm without the desire
to change it from an individual point of view. This situation could be an indication of
an incoherence between individual values and norms, potentially leading to a change
in one or the other.

9. Considering multiple actions being executed by multiple agents concurrently or sequentially
(i.e., the temporal aspect of action execution from multiple agents) is important to highlight
the sociotechnical nature of the problem of norm-values coevolution and their relation
with agents actions, and the multiplicity and interactions between agents. As a simple
illustrative example, we considered the case of a fight resulting from two persons moving
their hands at the same time.

10. If we were to integrate norms and values in an agent architecture, such as a BDI agent,
where would they live? According to Schwartz [33], values can be interpreted as beliefs.
The norms literature sometimes associates values with Desires, although implementations
may not follow this. Most of the literature considers Beliefs as information, knowledge,
while Desires are considered objectives to achieve/comply with if possible, Intentions are
intended as plans to follow and adhere to.

11. Norm changes can lead to values change. Popularity is not enough to change norms, the
general change in values may lead to the change in norms. Accountability is essential to
a norm. Values may not even change for attitudes to change. What could change is how
human/agent sees or perceives the values in the view of new experiences or situations.

12. Affordance may enable the change of attitudes but also may make possible or not change
of values and norms.

5.1.4 Conceptualisation

Figure 4 shows our conceptualisation of how values and norms interplay in an STS. To
start with, each agent is endowed with a representation of the values of its principal. This
endowment can happen in various ways, including learning from the human-agent interaction.
Similarly, the STS also starts with a set of norms specified by the organisation. These initial
norms can be established or learned via, e.g., the negotiations among the stakeholders.

In this setting, one key challenge is to enable an agent to acquire a policy (how to act)
that aligns with its principal’s values and complies with the organisational norms. However,
often a policy may not be able to accomplish both objectives, i.e., (sequences of) action(s)
may align with a value but deviate from a norm, or comply with a norm but deviate from
values. These circumstances provide an opportunity for value and/or norm revision.
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Figure 4 A conceptualisation of the interplay between policies, values, and norms in an STS.

We understand norm revision as a process that can be executed by an organisation in
the STS that specifies the norms. Norm-revision can be informed by a variety of aspects,
such as the values of individual agents in the organisation (if known), by the observation of
agents complying or violating the norms, by their effectiveness in achieving organisational
objectives, and by aspects such as popularity or affordances. Value revision, on the other
hand, happens internally to the individual agents and can take different forms, such as
changing the preference order between different values or changing (increasing or decreasing)
the strength of a preference. Value revision, in this sense, is informed by the current norms
that are enforced in the STS, by the human the agent is representing, and by the actions
available to the agent, among others.

5.1.5 Challenges

Norms and Values alignment and interplay

This category of challenges refers to the conceptualisation of the problem of norm and value
change and their interplay.

Human/Conceptual/Theoretical aspects
What is the link between values and norms? We consider interplay in both directions,
i.e., norms to value, and values to norms?
How do affordances affect values?
How does value change and clarification drives norm change?

Computational aspects
How to model and reason about the alignment between agent policies, norms, and values
in Intelligent Agents?
How to characterise the interplay between norms and values when different types of norms
(e.g., social vs more regulative norms) are considered?
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How to measure (in)coherence between an agent’s actions, norms and values? For example,
the temporal aspect matters when evaluating actions with respect to values.

Computational triggers and reasons for change

This category of challenges refers to the modelling of computational triggers that may cause
norm and value change.

When (if) to change norms and values?
To what extent do public/private norm violations or compliance can initiate change?
What are possible triggers/drivers of policy/value change?
Observation of violation, compliance, sanction, other agent’s actions
What is a mechanism that uses a measure of incoherence/misalignment/asymmetry
between norms and values as a pressure for change?

Computational norms and values change

This category of challenges refers to the computational mechanisms to implement actual
norms and values change.

How to change norms and values (value preferences rather than values)?
How to ensure norms change but still within the boundaries and objectives of the intended
system?
How to ensure the system remains fit for purpose?

Computational dynamics and effects of change, from local to system-level and back

This category of challenges refers to the effects of norms and values change on the agents
and on the STS as a whole, and to the resulting dynamics between norms, values and agents
behaviour. These dynamics could be studied in a controlled setting for instance via (social)
simulations, and in less controlled settings via longitudinal human-AI interaction studies.

How can change in norms and values propagate from local groups to the larger society/or-
ganisation, and possibly back?
When/how to move from convention to social norms?
How to facilitate “integration” of new members (with their norms and values) into a
group, and how new members affect the group norms and values?
Can an AI that is able to reason about alignment of actions to norms and values and
their dynamics, help people expose their reasoning about their values?

5.1.6 Future Plans

Our next steps involve (1) refining the research challenges identified above into a structured
research agenda, and submitting it to, for instance, the AAMAS Bluesky track; (2) forming
smaller working groups to focus on specific research areas; (3) organizing an online seminar
series; and (4) preparing research proposals for funding calls.
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5.2.1 Introduction
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indeed affected substantially and sustainably. In this chapter, we argue that a key capability
– missing in current mainstream agent and MAS architectures and frameworks – is the ability
to represent, reason, and communicate about norms and social values, in order to effectively
operate and evolve the STS. We call STS that feature software agents with such capabilities
social-agentic systems (SASY).

Based on a motivating example, we explain why the aforementioned capabilities are crucial
for the successful deployment of intelligent software agents within and across organisations.
We then explain why and how SASY differ architecturally from classical MAS, as well as
from LLM-based agent architectures. Finally, we outline a set of research challenges that
can move us towards real-world SASY.

5.2.2 Agentic Systems

An LLM-based chatbot is not only able to interact with humans, but it can also interact
with technical systems by generating structured output such as code snippets: the chatbot
generates a code snippet that is executed in a sandbox environment, giving controlled access
to the technical system, and the result of the execution is given back to the chatbot in a
textual form. In this setting, the chatbot becomes an agent, perceiving and acting on its
environment [19].

Many agent frameworks have been built on this idea in the past two years, including
LangGraph, AG2 (previously branded AutoGen), the OpenAI Agents SDK, Smolagents, and
CrewAI. These frameworks encourage modularity in diverse respects. An agent interacts with
its environment via a collection of tools, each providing access to a particular functionality.
For example, LangGraph provides built-in tools for Web search, Web scraping, API access,
code interpretation, and database access [11]. Likewise, the Model Context Protocol (MCP)
[1] facilitates the integration of external tools into an agent’s environment. Another way
modularity is encouraged is by decomposing task handling into components, each component
being made of a chatbot with its own context. Such a modular agentic system is sometimes
referred to as a “MAS” in this literature (though at variance with the terminology in the
MAS community), though from a more general point of view, it is indistinguishable from a
single agent.

Even though LLM-based agentic systems perform much more poorly than humans,
they achieve surprisingly good performance on several benchmarks. For instance, on the
General AI Agent (GAIA) benchmark, GPT-4 correctly answers 30% of the questions (whose
answers require Web search and reading documents in various formats) [14]. On the more
general AgentBench benchmark, GPT-4 and Claude 3 achieve 14% to 70% of the tasks,
depending on the domain, ranging from puzzle solving to Web browsing [13]. OpenAI and
Anthropic provide commercial support for personal assistants evolving in a Web or computer
environment. Planning a trip, which includes online reservation and payment, is one of the
use cases advertised by the two companies, for example. Such a use case may – or, rather,
must – include numerous social interactions (via the Web). Yet, LLM-based agentic systems
demonstrate no form of social awareness.
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5.2.3 Motivating Example

Let us consider the following scenario:

A researcher Jaime, who works at the University of São Paulo, located in Brazil, is
invited to a Dagstuhl Seminar. Pınar, a researcher who works at Utrecht University,
located in the Netherlands, is invited to the same seminar. The two of them are
preparing a joint research proposal, and hence have agreed to have a first meeting on
the Sunday evening prior to the seminar.

To promote sustainability, Utrecht has an internal regulation that trips to cities that are
less than 700 km away from Utrecht must be made by train. To promote reasonable usage of
public resources, São Paulo has an internal regulation that researchers must buy economy
flights. Additionally, Jaime has a preference to always fly with a certain airline, since his
membership in its loyalty program allows him to upgrade his ticket. Both Jaime and Pınar
would like to book a taxi together from the train station at Türkismühle to Dagstuhl.

In principle, this scenario presents social constructs that have been studied by the MAS
community for the last 40 years [10, 9, 7]:
Institutional norms that must be taken into account during the agents’ deliberation and

decision-making.
Institutional or individual values to consider in choosing a solution.
Commitments between two parties, representing that one party legitimately expects that

the counterparty will act accordingly.
Individual preferences to prioritise when several solution options are feasible.

Suppose the train that Pınar has booked is late, and this would prevent her from sharing a
taxi with Jaime, as they initially planned. Suppose also that the taxi service in Türkismühle
closes at 20:00 on Sundays and reopens on Monday morning. Current agentic systems do
not appropriately cope with such diverse social concepts and changes in plans.

An intelligent agent would need to reconsider, either autonomously or by asking the user,
which adaptations should be made to the original joint plan: should Pınar take an earlier
train? Should she take a flight instead of a train? That is, how might she deliberate on
whether to violate a norm to guarantee the meeting? Moreover, if a taxi reservation has
been made for an earlier time, this commitment should be revised and communicated to the
taxi service.

We posit that leveraging such social constructs is crucial to addressing the challenges
facing agentic AI.

5.2.4 SASY Architecture

We define a SASY as a MAS consisting of human and software agents, in which software
agents engage in communication dialogues that run over extensive periods of time and in
which their actions, including speech acts, are grounded in norms, values, and trust (or lack
thereof). The internal structure of agents in SASY could be designed in various ways; that is,
a SASY may feature agents of diverse architectures. We assume that each agent has access to
the environment where it can communicate with other agents. Agents have knowledge of the
domain they are operating in, they have capabilities, and can reason about what action to
perform. The domain reasoner could be a traditional reasoner, such as a rule-based engine,
or a more sophisticated one using the capabilities of neural models. Some agents may have
a social state component where they have an explicit representation of social preferences,
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Figure 5 Communication between different types of agents. SASY enables the creation of
socially-aware LLM agents, that is, of the type of Agent B.

norms, values, commitments, and so on. An agent may have an interface to interact with
users. Such an interface could be a built-in application interface or an interactive interface,
such as a chatbot, where the interactions occur through natural language. Moreover, when
agents interact with humans, they gather additional information about these humans to
become socially aware by encoding the information into formal specifications that could be
used to communicate with other agents.

Let us assume we have three different types of agents as depicted in Figure 5. All agents
have access to the environment, where they can communicate with each other through
well-defined protocols. Agent A is an agent that is using a user application to interact with
the user to process the user requests. The Social Awareness component includes information
such as user preferences. A formal social protocol ensures that the user state is translated to
a formal state, which could be used to communicate with other agents in the STS. Agent
B supports a natural language interface for the user. Agents B and C conform to the
SASY system architecture, since they are both equipped with a natural language interface.
Agent B is using a natural language interface to communicate with the user, whereas Agent C
processes natural language prompts, but it does not interact with the user directly.

The literature shows examples of Agent A [4] and Agent C [11]; however, research
challenges remain. Architectural components that require further attention from the research
community are highlighted in Agent B. For example, if Jaime and Pınar both had agents of
type Agent B, their agents could communicate with each other and also with their users to
adjust the plan according to the current social context.

In the example from Section 5.2.3, a SASY software agent could address the situation as
follows:

Decide that booking a flight is undesirable, not only because it violates the sustainability
norm, but also because it is, from a commonsense perspective, not comfortable in the
current situation and not a reasonable use of public resources. Whereas the latter two
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norms are not formally represented in the norm base the agent has access to, the agent
generates them on the fly using an LLM and presents them as explanations for the final
proposal to Jaime and Pınar.
Decide that the revised taxi trip is only marginally noncompliant with the operating
hours of Taxi Martin and use this inference as the basis for a successful request (carried
out via an interface to the traditional telephone system) that re-negotiates the schedule
and conditions for the taxi trip.

5.2.5 Challenges

In order to realise the vision outlined above, agents must exhibit social awareness in human-
agent interactions, which raises several research questions:

Prompting. How do we adapt the prompts with social constructs, such as norms and values?
What are the different ways to adapt the prompts to ensure social components are
represented adequately? Some options are enhancing the prompts, revising the prompts,
and so on.

Social interactions. How do we design components to keep track of or regulate social
interactions? Can an LLM figure out that it is making a commitment when it is saying
certain things to the user? Consider the recent Air Canada case [8], where the airline’s
chatbot told a customer they could apply for a refund, in contradiction to the company’s
policy. Could we keep such commitments in a database and keep track of them so that
the LLM can decide whether to make or break these commitments with its interactions?
Commitments here are one such abstraction; we can also think of consent [2, 18] and
other such abstractions similarly. For example, a consent store can prohibit an LLM from
generating certain results or communicating what may have been generated.

Social. How may LLMs interact with this social state? Some possibilities are below.
The LLM generates what it will normally generate and then sends it to the social
awareness component, which then checks whether this is appropriate or not. It could
be a binary decision or a modification to the output.
Social awareness component generates (additional) prompts to the LLM to take into
account so that the generated output is socially appropriate.

Validation. How do we assess that the proposed architecture delivers intended actions or
outputs? Typical LLM evaluation is with benchmarks on input and output. This
could be one way to evaluate SASY, but to specifically evaluate the social awareness
component or the interface, we might need different techniques. For example, if the SASY
produces socially appropriate output, is it because the social awareness component caught
something and fixed it? Or, did the LLM generate it that way to begin with?

Languages. What are some languages or protocols that could help in realising this archi-
tecture? Formal languages to represent norms [5, 6]remain useful for verifiability and
accountability reasons, even in the presence of a natural language interface. The Blind-
ingly Simple Protocol Language (BSPL) [15, 16] provides an alternative to workflows.
Translating natural language into a formal language and back is an important challenge.
Some LLM services are already capable of outputting structured data, validating a schema
defined at run time (e.g., ChatGPT Structured Outputs), but the support is inadequate.
A typical problem arising in this context is terminological alignment [3].

In addition to serving as a personal assistant as described above, the agentic architecture
could also help in improving various design stages of STS. For example, SASY could be
used to simulate various stakeholders of an STS, adopting various personas, depicting
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different interactions, and realising diverse scenarios. SASY could be used to simulate various
alternative evolutions of an STS. Through such simulations, it may be possible to infer
various side effects on primary stakeholders. Moreover, it may help in identifying secondary
stakeholders, that is, those who would be affected by the use of the system.
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5.3.1 Introduction

This working group focused on conceptual issues perceived to relate to policy modelling and
reasoning in STS. The terminology problem was first discussed, as different stakeholders
view STS differently which causes a lack of consensus in the use and misuse of a system.
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present barriers to deciding and enforcing effective regulation. The discussion went on to
apply conceptual issues to an example of an educational STS, which encompasses dynamic
change of goals and behaviour, influencing the technological decisions and process that must
be made.

5.3.2 Boundaries, Mental Models, Agency

Efforts towards regulation can only address reasonably foreseeable misuse whilst leaving room
for innovation. Yet, human behaviour is extremely hard to predict. In an STS composed of
social (humans and organisations) and technical (data and devices) tiers, there will necessarily
be a limit to the extent of what the human tier can understand, and what the technical tier
can represent.
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The lack of fixed boundaries in STS terminology leads to a lack of consensus about the
use and misuse of a system. Technology-only solutions to STS misuse typically result in
a blunt instrument approach, with the social components adopting, rejecting, complying,
or violating the assumptions and norms (standards of expected behaviour [5]) of the STS.
Humans create a mental model of the system (both technical and inter-related processes),
yet it is unclear if the technical tier does, or is able to, represent such a model. Resulting
problems from this include:
Deception: Both intended and unintended
Trust: Both deserved and undeserved
Goal and value alignment: Humans tend to assume that the technical system ought to have

the humans’ best interest at heart.
Can these problems be fixed with a notion of group agency? Agency ought to lead to

responsibility, and hence group agency makes explicit the notion of shared responsibility [3].
Understanding how group agency emerges necessitates defining group membership, structure,
and behaviour.

5.3.3 Normativity

Within an STS, stakeholders attempt to achieve normative goals, wherein normativity refers
to something desirable. Normative goals may be imbued through law, social norms, or
moral norms, and explicit or implicit incentives may be applied to influence behaviour and
encourage stakeholders to comply with particular norms. The nature of an STS is an ongoing
and dynamic process, where humans influence systems and those systems in turn influence
human behaviour. Therefore, when a choice is made to encourage a normative goal in a
system (e.g. installing smoke detectors to stop people smoking indoors), we can expect that
people will adapt in response to that choice (e.g. by not smoking or by taking the batteries
out of the smoke detector). Norms thus embody a dual role, effecting expected changes and
catalysing unexpected responses to those changes. The technological choices we make in
pursuit of normative goals will never be able to capture the whole space of normativity as
people will loopholes and behave in unforeseen ways. Smoke alarms are installed to promote
safety, but some people deviate by covering the alarm up or removing the power.

Communication fills the gap between the technology itself, and the normative goal aimed
at, through sanctions (positive or negative reactions to approved or disapproved behaviour
[2]) or other signals [4]. For example, speed signs may be put up to make people slow down
outside a school. However, interventions may change over time as the system responds. If
people do not follow the signs, the intervention may need to be fortified such as by putting
in a speed bump.

Technological interventions to promote normative goals raise questions about intrinsic
autonomy and deception. Whether a deception is (un)acceptable may depend on the
intentions and reasons behind it, as well as the awareness of the subject that they are being
deceived. On the one hand, end users should be aware of the limits of the technology they
are engaging with. For example, some large LLMs now have a disclaimer that output may be
misleading or false which alerts the user to the fact that LLMs are fallible. On the other hand,
if the communication about the limits of a technology is incomplete, misunderstandings may
arise. As the role of LLMs in everyday life increases (e.g. as the first result of a search engine),
increasing exposure to the disclaimer that LLMs give inaccurate responses may reinforce the
belief that people cannot trust the information they encounter, adversely affecting the way
they interpret other sources of information such as the news. LLM outputs are deceptive in
part because there is a detachment from the labelling of training data and the uncertainty of
the output. Where a human would convey uncertainty in their communication, LLMs do not.
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Whilst there are important limits to technological interventions to achieve normative
goals, some people will still have a tendency to overestimate the capabilities of and defer to
technology. It is thus key that efforts are made towards designing technology in ways that
both benefit the system and acknowledge its limits.

5.3.4 Trust

The typical (philosophical) conception of trust is understood as:

A trusts B with regard to X

Trustworthiness has moral and an epistemic requirements:
Epistemic: To know whether something is competent and know the limits of that competence
Ethical: To know if the entity being trusted is honest and benevolent

It is critical to differentiate between trust and trustworthiness. Trust is an intentional
stance taken by an entity, while trustworthiness is a property or a relation which perhaps can
be measured. Trust in technology often reduces to reliance. Trust need not be compositional,
i.e., A can trust B without trusting all the constituent parts of B. In the application of
system design, trust functions as a social enabler, allowing social entities to function without
requiring third-party guarantees.

5.3.5 Value Alignment

There is some debate over whether global values really exist. Within this debate, the following
are some important questions:
Understand: How do we define the value?
Define: Who decides what the relevant values are?
Alignment: A joint-expectation on what actions are plausible, and which ones are good
Reconcile: How do we decide whether the components of an STS are value-aligned, when

there are differences between parts?

One possible characteristic of value is that it forms the criteria for comparing situations.
A norm can be understood as a preference relation that pushes an entity towards actions
leading to a situation where a value is upheld. This implies that the norms adopted
influence the kinds of values that can be upheld. A value-conflict can therefore be defined
as differences in estimates of goal states/situations, based on actions pushed by the norms.
Can value-alignment be defined as the absence of value-conflict?

An alternate definition of value-alignment is that if two entities A and B take the same
action, given the same context, one can form a belief that A and B are value-aligned. The
presence of value-alignment creates the presence of an in-group vis-a-vis the out-group that
(by definition) does not align with the same values. Members of the in-group have a common
ordering over shared values.

It is not very well-understood how one should choose between values. Values that an
entity is unwilling to negotiate on, are called non-negotiable values. These could also be
viewed as sacred values.

5.3.6 Observation and Verification of Values

Designing a system given a set of shared values, considerations include how to encode the
requirements that flow from those values, and discerning the evidence or data that is needed
for the design of systems. It is unclear whether a value is something that can be observable
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by perception, or is something that is completely cognitive. Agent architectures that could
represent values include:

Reactive
Deliberative (e.g., Belief Desire Intention, BDI)
Symbolic
Sub-symbolic

For sub-symbolic architectures, if the mechanism is very good then representation becomes
invisible. Sub-symbolic reflects values present in the training data; values can be represented
using reinforcement learning from human feedback (RLHF) [1]. Possible mechanisms for
collating the training data for sub-symbolic approaches include social networks and purposeful
collection.

Exploring whether values can be mixed in an STS, and if it is possible to validate a
consistent mixing of values, is a gap in research. Possibly, validation of value-mixing can only
be achieved in specific forms of value-failure (e.g., discrimination based on race or gender).

5.3.7 Argumentation-Based Methodology for Representing and Reasoning about
Policies, Norms, Values, Disobedience, and Causality

Policies, norms, and values exhibit inherent potential conflicts and dynamic evolution within
STS. Formal argumentation establishes a principled methodology for representing and
reasoning about these entities, extending to norm violations and causal relationships. The
integrated framework comprises:
Unified Representation: Norms, policies, and their violation conditions (disobedience) are

modelled uniformly as defeasible rules. Value sets annotate norms, while priority relations
operate over rules or their value associations

Conflict & Violation Resolution: Argumentation resolves conflicts between competing norm-
s/policies and adjudicates norm violations. Embedded in belief-desire-norm-policy-
intention (BDNPI) architectures, this enables autonomous agents that reconcile policy
guidance with normative constraints, including disobedience detection and sanction
reasoning

Dynamic Adaptation: Runtime modification of norms, policies, and violation thresholds is
facilitated through argumentation revision mechanisms, maintaining system consistency
during change

Causal Attribution: Argumentation frameworks can be extended to integrate causal infer-
ence for modelling responsibility attribution. This enables: (1) trust establishment via
transparent causality chains; (2) precise accountability assignment for norm violations;
and (3) root-cause analysis of system failures across multi-stakeholder interactions

Computational Viability: Locality-driven computation and modular design overcome com-
plexity barriers, ensuring efficient handling of dynamic rule updates and causal reasoning

Neuro-Symbolic Integration: LLMs transform natural language norms/violation clauses
into formal defeasible rules, while argumentation provides rigorous conflict and causality
resolution – enabling hybrid reasoning unattainable by monolithic approaches

5.3.8 Governance of an STS

In governing an STS, it is important to acknowledge that any STS that needs to adapt to
changing participants and technologies will become a complex system. If such a system is
to be adaptable to change, then it needs to be governed rather loosely. A general guiding
principle could be to identify the forces that move the STS to some attractor point, and try
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to govern those forces. Diving deeper, we discussed the reasoning model required of agents,
in an agent-based simulation of an STS. Some relevant questions include:

How deep should agent reasoning attempt to go? Would reactive agents with appropriate
calibration suffice? Or are BDI agents necessary?
Can the two agent architectures be systematically bridged?
What are the HPC requirements that agent-based models should consider, while being
designed?
Are there integrative techniques for merging sampling data, with deeper survey-type
models?
Which communities need to attempt integrating their techniques? (e.g., computer science,
social psychology, behavioural economics)

It was recognised that we need to have some reference problems the community could attempt
to solve. One suggestion was that the community agrees on a small set of small-but-complex
systems, and attempt to answer each of the above questions systematically. This could
possibly involve holding an iterated competition that starts from the same codebase each
time it is held. Learnings from multi-year competitions could be applied to bigger and more
realistic STS.

5.3.9 Policy Modelling

Policy modelling is a multidisciplinary field that synthesises insights from behavioural sciences,
social simulation, reasoning, humanities, and history. In policy modelling, data doesn’t mean
reasoning. Agent behaviour for simulation can come from data, but it can also come from
asking what people do and what is important to them. The latter covers humans’ reasoning
process.

In simulation, the input for how (human) agents reason can rely on basic assumptions
(e.g. norm-obeying willingness based on political affiliation), theories (e.g. social-psychology
theories), and actual data collected (e.g. using various social science methodologies). It is
especially interesting and relevant for policy modelling in STS how (if at all) humans perform
normative reasoning when making decisions. While there seems to be an agreement that
integrating the different approaches would be beneficial for the fruitfulness of simulation, it
is far from obvious how the integration should happen. Integrating diverse approaches is
hence an open challenge for the community.

5.3.10 Education as a Use Case

Building on abstract conceptual ideas, the discussion transitioned to consider an educational
STS. Education presents a useful case study of an STS that is dynamic and complex. In
particular, we considered teaching computer science at university. Education and learning is
a domain where behavioural change, due to technological decisions and processes, might be
both short and long-term. An educational STS is a (as, we imagine, many STS are) complex
system. The complexity means that we have no systematic way of determining which point
of intervention is the best, or if the intervention will cause the future to be as we envisioned.
Important questions discussed included:

What are the challenges of an STS where each student might rely on one or more GenAI
systems (supplied or not supplied by the university)?
Would GenAI systems be considered as personal agents? How should GenAI be integrated
into an STS?
What are, or ought to be, the learning goals?
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How do we reach learning goals when tools change substantially, explicitly accounting for
skills that we believe could be lost?
How do we evolve or change goals over time? For example, reading and writing are
currently considered important. Will they continue to be so? Are they important for
critical thinking?
Are we using tools as assistive technologies, or skill replacement technologies?
What happens when our values and goals change? Some jobs/careers may diminish in
importance when tasks are automated, so that they are not coveted anymore.

5.3.10.1 What Topics to Teach

The approach to programming changed rapidly in the presence of GenAI systems, does it
make any sense to keep on teaching programming as in the past. So, do we need courses
on programming and/or teach on the use of AI programming “tools” and have students
(inter)act with the tools – pair-programming in a human-AI team as the future of software
development. Some drawbacks are:
What to teach: Programming with Gen AI is a loop where the human uses the system to

revise a drafted program improving it until he/she is satisfied with it. But, the roles are
not equal: the human has responsibility over the product as well as the ownership in
terms of copyright, for this reason he/she should have the ability to evaluate the program
that is being built

Normative compliance: The GenAI system often produces over-complex code, difficult to
understand or, more in general, not respecting some general norms, policies, or good
practices we would like to be respected

Personal development: Companies want to hire persons that have high level skills, and who
can work with abstractions so that they can understand if and how things fit together.
Attractive candidates do not try to solve a problem on their own but rather know when
and how to ask things to teammates. So, how does programming fit in here? Perhaps we
should put forward more general learning outcomes that encompass critical thinking and
analytical skills, as well as understanding loops and recursion

5.3.10.2 How to Teach

Suitable approaches could take inspiration from “the Amazon method”, which involves
starting with a mandatory brainstorming session and is followed by an idea collecting session.
Teaching could use design thinking as a model, or focus on more student-centred methods
and flipped classroom-inspired teaching. Currently, most programming courses have lab
sessions with teaching assistants where students get help “on the fly” in constructing their
program. Teaching assistants are increasingly receiving student requests to explain code that
works when executed, but students do not understand why because it was produced with the
help of an LLM. This is connected to the previous item – the ownership and understanding of
what the code does are not matching. Thus, different strategies for teaching and for assessing
what has been learned should be developed.

5.3.10.3 How to Assess

As LLMs have destroyed the essay (and in some discussions, the bachelor or masters thesis
has also been declared dead), the assessment of programming skills may need to adapt. In
an LLM-supported programming curriculum, it may not be all that important to check that
a student wrote his/her code without help, as in companies they will probably use LLMs
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and work in teams, so it is important that they practice with such tools. Yet, students
should be able to explain the code, the choices made, why they are good, their limits, and so
on. Similarly, it is important that students can review code written by someone else. More
appropriate assessment could thus take the form of oral on-the-spot explanations of code.
Such assessments should take place in a controlled environment.

We observe that when writing text, LLMs often mark a particular words or ways of
phrasing things as a mistake, forcing a “standardised” way of writing. Similar instances may
happen with writing code, limiting the exploration of learners. This is the issue of sausage
production: GenAI tools repress individual expressions and start from “the mean”, which
results in everything becoming gray (and correcting correct items to incorrect or bland ones
as a consequence).

On the whole, we would like students to learn to be in control of Gen AI systems when
using them to produce code, they should be able to review code but for this aim they should
know and have practice on how to code. They should be aware of the strengths and limits of
such systems, and not be over-reliant on them.

5.3.11 Conclusions

Loose boundaries of terminology related to STS confuses how to define (mis)use of a system,
which in turn makes STS difficult to regulate. Normativity, trust, and values are fundamental
to STS, yet there are important challenges with attempts to granulate these concepts into
entities that can be encoded. Formal argumentation could be useful to represent and reason
about the conflicts associated with policies, values, and norms. An educational STS provides
a helpful use case to explore how the conceptual issues discussed actualise and how challenges
could be addressed.
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5.4.1 Introduction

The subgroup of the seminar addressed questions arising from the use of constraint and policy
languages. Presentations of the ODRL Policy language and the SHACL constraint language
were given. The group discussed challenges around using SHACL and ODRL, how they
relate, how they differ, and how they can be used in combination. We found that SHACL
can at least serve to disambiguate the expression of constraints in ODRL. Both languages
are W3C Recommendations.

A standardisation strategy discussion was triggered. It included the suggestions to amend
the respective standards to ease the combination of ODRL and SHACL. Standardisation
gaps were identified and the group discussed the formal semantics of ODRL and how to
update the current W3C Recommendation. Given the work on RDF 1.2, the group explored
how to use the new possibilities for annotation of data coming with those updates.

Web agents and the Web Agents Community Group and their work were presented. We
discussed how policy and constraint languages can help in an agent scenario. New challenges
stemming from web agents for policy and constraint management were identified. Annotation
and protocol issues were at the core of our discussion.

A policy language is a formal or semi-formal language used to express various types
of rules (i.e., permissions, obligations, and prohibitions) that govern access and usage of
resources or regulate behaviour or state of affairs in open distributed systems. It typically
includes constructs to define subjects, actions, objects, and conditions under which actions or
states are allowed or denied. Policy languages are used in a wide range of domains, including
access and usage control, data usage, privacy, and digital rights management.

5.4.2 Background

5.4.2.1 From Rights Expression Languages to Policy Languages

ODRL 1.1 (Open Digital Rights Language) was introduced as a Rights Expression Language
(REL) designed to represent statements about the usage rights of digital content. Published
as a W3C Note in 2002 [14], it emerged in the context of the growing interest in Digital Rights
Management (DRM) systems during the early 2000s. These systems required standardised
means to express permissions and conditions associated with digital assets.

ODRL 1.1 was based on XML and offered a structured and extensible way to define
rights and conditions. Its clean and modular specification contributed to its adoption in
several industry sectors. Notably, ODRL 1.1 was incorporated into the Open Mobile Alliance
(OMA) DRM specifications [23], where it served as the core rights language for managing
usage rights on mobile devices. This adoption demonstrated the practical applicability and
interoperability of ODRL 1.1 across platforms and devices even without having a formal
semantics, the specification was clear for everyone and the interoperability problems were
minimal or non-existent.
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The XML-based ODRL 1.1 was later replaced by a more expressive RDF-based version,
formalised in the ODRL 2.2 ontology [22]. This revision was not merely syntactic; it introduced
significant enhancements in the language’s expressive power. In particular, the core concept
of a rights expression was replaced by the more general notion of a policy expression. While
odrl:permission had been sufficient for access control scenarios, ODRL 2.2 introduced
additional constructs such as odrl:prohibition and odrl:obligation (also referred to as
duties), allowing for richer and more nuanced representations of policy constraints. These
expanded capabilities significantly increased the applicability of the language across broader
domains. However, they also introduced greater interpretive complexity and potential
ambiguity in how policy expressions should be understood and enforced.

5.4.2.2 The ODRL 2.2 Policy language

The Open Digital Rights Language (ODRL) [15] is the policy language for the Web specified
by the W3C4 for expressing permissions, prohibitions, duties, and restrictions associated
with digital content. ODRL is used in contexts such as rights management, licensing, and,
more recently, data sharing agreements [26]. It is specified in two W3C Recommendations:
the Information Model [15] and the Vocabulary & Expression [16], which are primarily
text documents, but also include an OWL ODRL Ontology5 and a number of profiles and
supplementary documents, such as [17, 27, 6, 13, 21].

The syntax of valid ODRL policies must therefore conform not only to the rules formally
specified in the OWL ontology, but also to additional constraints described in natural
language in the specification. For example, the OWL ontology states that the domain of
the odrl:constraint property must be either an odrl:Policy or an odrl:Rule. However,
the ontology does not impose that a policy must contain at least one rule, although this
requirement is expressed in the textual specification [15, Section 2.1]. Many such textual
constraints can be represented as SHACL shapes used for validation,6 but these rules are not
formally standardised. Thus, it is fair to say that ODRL is a semi-formal language.

5.4.2.3 Formal Semantics for ODRL

The ODRL specification refers to an “ODRL Validator” –a system that checks the conformance
of ODRL Policy expressions – but its behaviour is even less precisely defined. Providing a
fully formal semantics for this software component would bring significant interoperability
benefits. This need led to the creation, in 2021, of a draft Formal Semantics for ODRL
report [10], which is still under development and was a topic discussed at the seminar. The
semantics of ODRL 2.2 can be specified in a declarative format (as in [1]) or can be specified in
an operational format by providing an algorithm for translating ODRL policies into another
language that has a formal semantics, for example SPARQL.

5.4.2.4 Constraint languages in the Web

A constraint language is a language that can be used to express conditions or integrity
constraints over data structures. These constraints can be used for validation, consistency
checking, or to define requirements that data must satisfy. Constraint languages are of-
ten declarative and are used to ensure that (structured) data adheres to specified rules,
independently of any procedural behaviour.

4 World Wide Web Consortium, https://www.w3.org/
5 https://www.w3.org/ns/odrl/2/
6 ODRL Implementation, https://odrlapi.appspot.com/
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SHACL (Shapes Constraint Language) [20] is the W3C recommendation used to express
constraints over RDF data. It allows for the specification of conditions that RDF graphs
must satisfy and is commonly used for data validation. SHACL 1.2, a Working Draft as of
July 2025 [19], extends the original specification with several significant features aimed at
increasing expressivity, usability, and integration with RDF and SPARQL.

In the context of ODRL, SHACL has been used to encode additional constraints that are
specified in the natural language part of the ODRL specification but not captured by the
OWL ontology.

5.4.2.5 Automated Regulatory Compliance

Automated regulatory compliance faces several fundamental challenges. These potentially
stem from the inherent complexity of legal texts and the diversity of technical systems that
the legal text aims to govern. Regulations are typically written in natural language, using
ambiguous terms, implicit assumptions, and context-depended information. Translating
the natural language legal provisions into a formal language like SHACL or ODRL is not
an unambiguous operation. Translating a legal text may not always result in the same
formal language file. The result of a transformation of a legal compliance requirement is thus
necessarily and always an interpretation of the law creating that compliance requirement.

On the other hand, compliance is not just about the implementation of static checks (e.g.,
the completeness of meta-information); many obligations depend on dynamic and evolving
system behaviour (for instance, consider updates in the provenance of training data, or in
the deployment process of AI systems). The data side of things may not be uniform either.
So the compliance checking needs to be done over a very heterogeneous data landscape. In
fact, the constraint file serves as a first filter that searches for contextual graph artifacts
matching the constraint shape that resulted from the interpretation of law.

Currently, there is a need for better standardised mappings between legal norms and
technical artifacts that potentially lead to ad-hoc, domain specific implementations. In the
future, a law establishing a new compliance requirement may choose to create that SHACL
constraint file and the subsequent action to accomplish as an annex to the actual law. In
this case, the legislator does the translation himself. Consequently, the constraint file will
participate in the normative and authoritative value of the legislator. As a consequence,
matching the constraint will then mean the official recognition of compliance. A system of
automatic compliance testing and confirmation would appear.

Looking at the concrete case of using ODRL to represent policies for aiding with regulatory
compliance, it has been concluded that ODRL is not fit for purpose to represent legal concepts,
such as purposes or legal grounds under which data can be accessed or used, as it does
not contain such concepts in its vocabulary [9]. As such, one can make use of its profile
mechanism to extend the ODRL vocabulary with concepts for representing contextual
information relevant for legal compliance. Relevant work [5] in this area has been explored
in the context of the SPECIAL project, which used ODRL constructs and legal concepts
from vocabularies established in the context of this project to support regulatory compliance
checking of business policies.7 The SPECIAL project also launched the work of the W3C’s
Data Privacy Vocabularies and Controls Community Group (DPVCG).8 The mission of this
group is to develop specifications for representing machine-readable metadata about the use

7 SPECIAL project homepage, https://specialprivacy.ercim.eu, retrieved 3 July 2025.
8 Data Privacy Vocabularies and Controls Community Group homepage, https://www.w3.org/

community/dpvcg/, retrieved 3 July 2025.
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and processing of personal and non-personal data, as well as about technologies that use such
data, in a jurisdiction-agnostic manner, and also create extensions to these specifications for
concrete regulations, such as the European General Data Protection Regulation (GDPR)
or the AI Act. The core specification, the Data Privacy Vocabulary (DPV) [25, 7] includes
taxonomies to represent information about entities and legal roles, purposes and processing
operation concepts, data and personal data, rights, risks, contextual information about
processing operations, such as storage conditions or the scale of processing, technical and
organisation measures, legal bases, and location and jurisdiction terms. Hence, by using
both DPV and ODRL, i.e., making use of ODRL’s profile mechanism, one can model policies
using ODRL’s model while using DPV’s terms to refer to legal concepts [8, 24]. Furthermore,
the previously cited publications are currently being used, in a joint effort by the ODRL
and DPV communities, as the basis to create an official DPV-ODRL profile9, and a guide
document for using this profile10. As such, DPV is a promising approach to tackle regulatory
compliance, when used with a policy language such as ODRL. It is still continuously being
maintained and updated with new requirements coming from newly-enforceable laws, such
as the European Health Data Spaces Regulation or the AI Act.

5.4.2.6 Governing agents on the Web using policies

In the context of autonomous agents on the Web, expressing policies formally is crucial, yet
still a key challenge [18]. Web-based systems may be open to new, previously unidentified
agents that must be guided by way of systematic formal knowledge upon which they can carry
out logical deductions. On the Web, agents can autonomously discover more information
about the resources they deal with thanks to the hypermedia dimension of REST-based
infrastructure. Following a link, a Web agent can navigate from an object description to
norms associated with it, to policies, and more [4].

If agents are implemented such that they can automatically follow policy descriptions,
then they can optimise the utilisation of the Web resources, including–potentially–getting
the assistance of other agents that have observable presence on the same Web platforms [28].
On the contrary, if the agents do not obey the rules imposed by policies, they may be driven
away by either the Web platform that hosts the resources, or by other autonomous Web
agents that have norm-enforcing role.

In such scenarios where artificial agents must adhere to policies as strictly as possible, and
connect policies to resource descriptions as well as possibility of interactions, it is convenient
to rely on knowledge graphs as the underlying data model and technology. As argued
in [2], knowledge graphs are key enablers of autonomy in relation to all aspects of autonomy,
although challenges relating to governing agents remain open.

Because of the open challenges in designing Web-based MAS, academic researchers and
enterprise practitioners are crossing their views and insights over a W3C community group
exploring Web Agent technologies, including recent advances in LLM-based Agentic AI.11 The
group identified a strong interest by academia and corporation alike to devise standardised
interaction protocols, where norms and policies represent a key dimension for supporting the
governance of agents on the Web [3, Section 10].

9 Mapping from DPV to ODRL (Draft Community Group Report), https://w3id.org/dpv/mappings/
odrl, retrieved 4 July 2025.

10 Guide for using DPV with ODRL (Draft Community Group Report), https://w3id.org/dpv/guides/
dpv-odrl, retrieved 4 July 2025.

11 W3C Autonomous agents on the Web community group, https://www.w3.org/community/webagents/
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5.4.3 Main Discussions

The ODRL Evaluator is designed to produce conclusions by performing logical reasoning over
ODRL policies, an evaluation request, and a state of the world. Various approaches have
been explored to achieve this, including mappings to finite state machine systems, formal
logic systems, Answer Set Programming (ASP), and logic programming languages such as
Prolog.

In this seminar, the potential use of SHACL has been explored. While SHACL has
demonstrated effectiveness in validating the syntactic correctness of ODRL policies, it also
shows promise as a possible reasoning engine underlying the ODRL Evaluator.

5.4.3.1 Expressing ODRL Constraints with SHACL

ODRL constraints, such as a rule limiting usage to ten hours, are typically expressed using the
ODRL vocabulary, for example by defining a constraint with odrl:leftOperand, odrl:operator,
and odrl:rightOperand. The same restriction can also be validated operationally with SHACL:
a sh:PropertyShape can be defined on the property that records actual usage time, here
ex:totalUsageTime, with sh:maxInclusive "PT10H"8sd:duration. This SHACL shape ensures
that any recorded usage value exceeding ten hours will be flagged as invalid, making the
policy both human-readable in ODRL and machine-checkable through SHACL.

Figure 6 ODRL Constraint. Figure 7 SHACL Shape.

Figure 8 ODRL Constraint → SHACL Shape.

An important direction for future work is the definition of a general mechanism for
mapping ODRL constraints to SHACL constraints, taking into account the variety of left
operands defined in the ODRL Vocabulary. A key difficulty lies in bridging the abstract
semantics of ODRL’s left operands (e.g., odrl: meteredTime) with the concrete properties
used in specific datasets or implementations (e.g., ex: totalUsageTime).

5.4.3.2 The challenge of operationalising compliance of AI systems

Automated regulatory compliance, particularly in the context of the European Union’s AI Act,
faces challenges in mapping high-level legal requirements to concrete technical artifacts [11].
The key difficulty often lies in the insufficient or fragmented information available across the
AI lifecycle, which complicates interpretation and verification of transparency and traceability
of AI systems.

Compliance frameworks for AI, such as the framework envisioned in the projects CER-
TAIN12, HARNESS13 or GLACIATION14 aim to address this by formalising metadata and

12 CERTAIN project homepage, https://certain-project.eu/, retrieved 4 July 2025.
13 HARNESS project homepage, https://harness-network.eu/, retrieved 4 July 2025.
14 GLACIATION project homepage, https://glaciation-project.eu, retrieved 4 July 2025.
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aligning it with regulatory requirements [12]. However, integration of these representations
require clear machine-processable formalisation of policies, which is a non-trivial task due to
semantic ambiguity and evolving standards.

A promising approach to mitigate these issues is the current developments of SHACL: the
use of SHACL as a validation mechanism to enforce structured constraints on policy-relevant
metadata, enabling systematic compliance checks against legal requirements. For instance,
the EU AI Act’s Annex IV requires providers of high-risk AI systems to maintain technical
documentation, such as performance metrics of an AI system. SHACL can be used to
validate completeness and structural requirements – given that the underlying information is
sufficiently formalised.

5.4.4 Proposed approaches

5.4.4.1 RDF 1.2 Triple Terms

The integration of RDF 1.2 capabilities into ODRL policy evaluation opens new possibilities
for creating more robust and transparent policy enforcement mechanisms. Beyond the
provenance and duty fulfilment scenarios outlined above, RDF 1.2 annotations can address
several critical challenges in policy evaluation and compliance monitoring.

Policy State Tracking

A fundamental challenge in ODRL policy evaluation is maintaining state information across
multiple policy interactions. Traditional approaches often rely on external state management
systems, creating potential inconsistencies between the policy representation and its execution
state. RDF 1.2 triple terms and reifiers together with Turtle 1.2’s suggested Annotation
Syntax 15 enable embedding state information directly within the policy graph itself.

This approach ensures that policy state remains synchronised with the policy definition,
enabling more reliable policy evaluation and reducing the complexity of external state
management systems.

Explainable Policy Decisions

Policy evaluation often involves complex reasoning processes that can be difficult to trace and
explain. RDF 1.2 annotations provide a mechanism for embedding explanation trails directly
into policy evaluation results, supporting both accountability and debugging requirements.

Such annotated evaluation results provide transparency into the decision-making process,
enabling stakeholders to understand why specific policy decisions were made and facilitating
trust in automated policy enforcement systems.

Temporal Policy Evolution

Policies often evolve over time, and maintaining a clear audit trail of policy changes is
crucial for compliance and governance. RDF 1.2 annotations enable the embedding of version
control information directly within policy definitions, creating self-contained policy evolution
histories.

15 Turtle 1.2 Annotation Syntax https://www.w3.org/TR/rdf12-turtle/#annotation-syntax
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Figure 9 Policy with embedded state tracking.

Figure 10 Policy evaluation with explanation annotations.

This approach enables policy systems to maintain comprehensive change histories without
requiring external versioning systems, supporting both compliance requirements and opera-
tional transparency.

5.4.4.2 Validating Triple Terms with SHACL 1.2

A reified statement is an RDF triple (subject-predicate-object) turned into a resource that
can itself be the subject of other statements. SHACL 1.2 supports reified statements by
providing enhanced validation capabilities for metadata attached to statements, including
support for RDF-star syntax and traditional RDF reification patterns. This allows SHACL
shapes to validate not only the original triple but also the properties describing when, how,
or by whom the statement was made.
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Figure 11 Policy with version history annotations.

For example, a SHACL shape can require that every occurrence of an odrl:permission
triple is accompanied by provenance metadata describing its version and possible link to
a previous version. In the example below, the shape ex:ProvenanceShape specifies that
reified permission statements must include at most one :version (typed as an xsd:date) and
at most one :previousVersion (an IRI pointing to an earlier policy). The property shape
ex:PermissionShape then declares that any odrl:permission triple must be reified and must
conform to that provenance shape. In this way, SHACL 1.2 ensures that policies are not
only structurally correct but also carry the necessary temporal and versioning information
for accountability.

5.4.5 Conclusion

The group intends to dig deeper into the topic of ODRL semantics and using SHACL
constraints. The results are such that a scientific article seems at reach. On the basis of that
article, future work on ODRL will be suggested. This may lead to the creation of a new
ODRL Working Group in W3C that would create a simplified profile of ODRL 2.2, and also
do some maintenance work (i.e., correcting some issues in ODRL 1.1’s W3C Note) and allow
for the use of SHACL in the constraint element of ODRL. It could also further explore how
to create Policy annotations of data using RDF 1.2. To kick off this initiative, a Workshop
needs to be organised.
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